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ABSTRACT

Next-generation military communication systems must be able to adapt optimally to channel environments
such as jamming or interference, and should possess capabilities for achieving required transmission rates,
anti-jamming, network control, and network management. It should also support various platforms such as
high-speed moving vehicles, ultra-compact terminals, and high-speed drones. Among various disruptive
techniques, jamming techniques can easily create devices at low cost and with simple technology, making it
possible to launch attacks. Therefore, anti-jamming technologies are being researched to counter jamming

attacks. This paper presents a system applying normalized envelope detection based diversity technique to the
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chirp spread spectrum frequency-hopping system

communication systems. Through simulations, the

enhance anti-jamming performance of military

error rate performance was verified in diverse

environments with partial band noise jamming and multi-tone jamming.

I.M &

HEH= A 2Pd3bd (Network  Centric
Operational Environment: NCOE) 7&-& 2|3k 2 &
F7IAAL] 7kl AegAlAAlE A4, ), 35
= ol-Er} vEY = FA% (Network Centric
Warfare: NCW)el| tir]gt it & SA1AAl= A7
(Jammingye v} 2H] 58] Adagel -3h0] Alps
7} 7¥e’t A5, A (Anti-Jamming) 53, % A
o] & I 5L FHalof 3p 1% o]F A, 24
% 9, Z FaV] S| vkt EES A}

T 2 A E «

FPS K 21A (Electronic Warfare: EW)ollA] A5
7] (Electronic Attack: EA)S 2|73l Alw)-2 #7-2]
BALS ez A A3 v]8a) 7Rl 7]
EE 54 AAE ARt FAE 5 o] wlieel
A FAel EAH R hAF 4 gl A 7Ee]
ghiks] A=A glef.

e 2kxk(Spread Spectrum) 7]$2 x4 9] A
W 71eRA] 204)7) ZHE T EAE SR o]
3L vk Alzawle] A E|QIet St 7]
AZE FIl FollA AR F AFsla 4l7]el
Al gt S FEl A, T 2 A cdeks
Fol= 7)otk 2l 7|ee AsE Sk W
Aol et 2 A2 HYEHDirect Sequence
Spread Spectrum: DSSS) WA} Frujr wof oo gt
AHFrequency Hopping Spread Spectrum: FHSS) H}H]
o7 F5Eck DSSS WAl el Wx Algel] v
o7 Wil F3E AA Falo] FHd R sl
Hpalo]w], FHSS W12 Zo| 47| S=43]o] wlslldt o~
= A HkEE} Fale s ARSSs tAle] FElE
o)1}l (Pseudo Random) EoFsle] WZ A5 A4
o He| FAL 3]9)eh whAlolc) dubxow
DSSS A el Aol ARk e Rt
A el = FoFsla, WhHel FHSS+ F-Eoled 424
wel] Z3stAIRE Pl Fokgh 5AE Ml

ghH, 2] oo #4KChirp Spread Spectrum: CSS)
7|5 Akl ule} =7t Tl Wehe A E ASE
HxE A5 R ARgSle] i il 535 A o
DSSS WA AR B2 AYd e 9 58 A7t
Palls BAE et oleigk BA o <ld) CSS

iy

A28l 1940 el E] 8- Hlofr} Ale . gl AR
=o] a1 gl

H Z=Rojx]i= €SS9} FHSS 7|42 233}t CSS-FH
A|2~ElS- A A8k A A58 F-4%c) CSS-FH
A|~"lof|A = ZF 2ok Ylol|A] CSS X35 Algsto s
A 1AE Az S 38 s Yol A5 AL

=] ha
dh= 715 FHSS 9| wHS S58kaL o]5e] 3R &
I e S AR 7Rl ofeE, Hlejehit

oy

7% vEe] sl mabAel rlew ezl
Normalized Envelope Detection (NED) tlo|H AJE]
(Diversity) 541 7192 w2idhc) tlokgt a4t
41" (Partial-Band Noise Jamming: PBNI) ¥ HE]
E2%)(Multi-tone Jamming: MTJ) 2H73l|4] CSS-FH
A|2~E1e] NED tle|HAE] Aj dog AATFo=2H
Aokgt AzHle] kA &84S 53l

. MZCHofsM Fole moF AlAH

a7 12 =toll4 w@{shE NED tho|w g
gt 7158 2= CSS-FH Al2gle] B2ns vehy
%A dlole]= csS ¥z #AS AA Ful wof
3l RSl Aol ok wof AsE
73%3le] NED tloWAJe] At ¥ CSs Ex #xe
AxA dlolelE Hlghc)

o F[O

o L my

css Mod. Frequency
oo — i e |

Jamming
(PBNJ.
MT))

Decision
Device

css
Demod.

NED Diversity
Combiner

Frequency
Dehopper
(Choose
largest)

I8 1. NED WA A3 Azdeda Fub w5

Ary BEE
Fig. 1. Block diagram of the CSS-FH system NED
diversity combining

2.1 AMz=CHA=pt
5] 29} o] A A& A7k gk Azke] Al

187



The Journal of Korean Institute of Communications and Information Sciences "24-02 Vol.49 No.02

Up-Chirp
N — Bit="1"
* Down-Chirp

&
k J
~ ¥

33 2. AL Az AREFIE W
Fig. 2. Time-frequency relationship of chirp signals

ufe} =7k Tt Hahs A2 Al s o]8sto] dlo]
B A5 o gL o o A Agsict
23] 2004 A2l mieh Tt Zobke ALSE
Up-Chirp 4%, A|7tel] wle} Fala7} Aot Ales
Down-Chirp 132 Ae]gke}. CSS W& vl Wiz
2135 AAsk= el wlel Binary Orthogonal
Keying (BOK) "1} Direct Modulation (DM) H-2]
o2 B BOK WA vl E AgS 918 <
I 5] w7t T s e AR o A=
A3 Agshe WA=, (WA ¥lE b, tigk BOK
Mz AlsE thest go] FHY 5 ok

c

T
¢ (t) = Acos [2nft — (—1)'mpet], Jt]< <5

W A= \2E/T,, BEvED A, f= A
Z Az FA Sk T A AS AR veRi
=1 X‘L.:g‘(Chll‘p Rate) n= B/ T.= T, 53+ A% o
T 22917 (Sweeping) TS vieRATk
b, =14 o] =7k Ful W3S zk= Up-Chirp
A2, b =00" 5o &7 T WHslE 2
Down-Chirp A13 = AFHcl g DM WAl A=
AT E ~AEq] Ml 7l5-E ke FeEnt A
la2 A= Al&el Phase Shift Keying (PSK),
Quadrature Amplitude Modulation (QAM) % tl|°]€]
xS XS5 Fato] AEghe} iHA] dlole] Wz 4
E s;° Up-Chirp A15-5 3} 243 DM HZE 415
= ot Fo] #3E 4 9tk

oﬂi Bu}ﬂ

> 7.
c,;(t)=5,;cos{27rfct+7r77t ], |t|<7 2

188

22 Ful £

Fol ok 71y

& nije)] S35} sl o)
A g e ALBE LR % el T}
k2 A e = Hkpalel] Aojx] Al i
9k IS shlel AP e Wil vl %
Aehe 24 Falg= =9K(Fast Frequency Hopping:
FFH)3} shte] Hksals g3 of2] 7o) AMdS A%
Hog AHFdh= A& T3 =2KSlow Frequency
Hopping: SFH)°.& H-7& 5= qlrk =of ol o
WHO R oA =g ol &sjo] e el
o sfele] ohgk Ao} gls Ho] EA1S W]
of3icke el 3 55 FrH
A| 28 7~,1Jr_,_ Loko) /J—EH;G_j_" uﬂl—a] o] Fo]z]7]
Wl Ho] wob AL sfelebr] ok

FEH 74 7} A8 £9] 0% Fae Lol
AFslns 7F wof Alsvic} $aF FA k= Zlo] o1
A 2 Non-coherent 410] 7F=3F BOK HM ]S
2185k o] E8-oltk SFH 7|H-L sh}e] =k
kol TRRe] Aol A477] el ok A5t
o} Preamble 155101 $14FAo] 7Feek. whebd
A A A8 5 G DM WS AREeRs o)
T 58 S|4 ZI o], Noncoherent 541
o] 75k W A AHESKE Slo] B Fol
o] glolAlt el

r—{o

2.3 Clo|HAE] ol z45h

I'_>.i

celAe] A4 2 g 7 o] e
A3 dlolel B whEA 02 Agaln S417]614] 1

(

4 1)
B Al dlelels AA3] Agsle] Bashs 7ol
ol tle|MAlE 7]%E MR ok AdE el ale
Aol o Az e /fEAE Fol A
220 54 Ao sflolinl ez} Aje] deks
olizdl &polrk

FFH Alz=slolA= 19 3(a)o} 2] shte] Aol
v ot Falpel] A A7) wiiEel] $Al71=
v Aleic) clolwAe] Aghe adte) A= )
ol oJs)) Ale] el Fbe] EAtETilar Afe] o
S kA oFE HRale] tlolwAle] Agks: B 54
| 7Fs3tel. SFH Al2glelld= 213 3(b)o} 2ol 7}
AES ofe] o) woF Falrw Rasle] wles] A
FfaL Al71elA ol & E°W tlolu Ale] Aghs &t
ek 7 AlEe] wE o] SalE|efolrt toluiA
Ae & 5 °Li LA} tlolwAlele] 79
(L—1)71 ¥ Holrte] AlZHx|%d(Delay)o] wHA¥ghc).

tlolm Alg] A3t 71H 2 2% Coherent 5412] 7%

o_;N

©
=
=

(o3



=/ AT B A= qatal Sl mof AlH 9] NED tholuiAE] A /Y As £4

Time
[ Diversity Combining
| (EGC. NED, -)

-

st s2 53 sd

(b)

O 3. (a) FFH Alz=glellAe] tlo|wAle] A%, (b) SFH
A 2glell 21 9] colu]Ale] 27}

Fig. 3. (a) Diversity combining in FFH systems, (b)
Diversity combining in SFH systems

Maximal Ratio Combining (MRC), Equal Gain
Combining (EGC), Selection 5-°] 2132, Noncoherent
~412] 73-¢- Hard Decision Majority Vote (HDMV),
Energy Clipped Combining (ECC), EGC, Normalized
Envelope Detection (NED) So] gicp!t12,

B E=relld e ofg] 74| clelwAlE] A 7N F
shesllo] AL ZbdsbiA A A 2 lew
ezl NED cle|wAle] A3k 7iE H-8slsich
NED tlo|Ale] 23k 712 53] -t z-aA4
I HEl B o] FapAo]ep 5] 13} 3Ee] 417]
= 4 xoF A3 E Ay 2 FE7](Square-Law
Envelope Detector)E- ©]-8-3}0] Z1&3}L o] 5 o}A]
NED clo]mjAJe] A3hg gt

NED tiolH{A[e] g 7|2 2k 2ol gk 4l
AsE AA B ug iz fow A4fst
(Normalization)F - giksle] Aglsh= whalelc) A7
A Tl g A0S L)) Kok Fal Ags

7% 72} mokol| ] Al Eol| 3l X2 5] £

[

& oz, (m=12 - M =12 - [)o]2}3 P, 7}
=ofl tHgk NED tle|sAe] 23 A% 2 2 oh53t
o] vhepd 4 glep),

L Zs
ml
B = E M

=1 m=1%mt

,m=1,2, M (3

A= Fo] a1 o] Al o Axd] A
(9] A} e Bl A Fo) A Fole &
e sl 4+ 3k

. 8s @t

AdEAL Alz=glolut o] AJ2~gle]
R R e e g b e o B A P B L B
ATZ oulgitt. o]eldh Al T2 AR e

As el Afsle] ) Alse] il aie
FsllsiAAvt BrFssiAl Rheis ks gk Al Als
£ vlekt ol 7ie= el | ¢ Qlek 7K 1R
el A el A B4 AleE Ao E F
ol el Alse] ApEE offA wkerh dSst

o,
S
ol
r>"
fol
e
—d X

ke
¢

o,

°
ANHshe A&l T AsE A sl Tt
= thedelr] FAlS i

TAE F71H8 E A5E Agsi] SAlAxwe) 2t
5o Z=kA]7]5= Bhelch Deceptive 7
= 7P s ol AlSE AAdEle] Ao Hef) Al
€l ] o]

S Ekm vbEa, A etz Al vhde A

= FAE o ook dske Al Al T iy
ol A A2 Ao AlEe) w3t T BAS 7}
Ak, 2lw] $lE dlo|el 2 A YxIct. 13 4= -
TS T REE BRI 0R e
vl p= W,/ Wy < 15 A9 A3e] o Af-&

w, f W, f

ss

(@) (b)

32 4. (@) PSR, () 2EEAR
Fig. 4. (a) PBNJ, (b) MTJ

189



The Journal of Korean Institute of Communications and Information Sciences "24-02 Vol.49 No.02

< el o714 Wees Al=Ele] g4k dldZ, 7,

= AR A HFEE 2fndtt JE AW Az Xd
o, Jy=J/ Wrg AA 2t didellxe] m) Az A
o 2 =))Wy sp, A1 didele] A 1
A e o e Bl S

LZL. &:i (4)
W, Wg W, p
Fo f, Y JE ZE EOAlsE

Re{\/j 70 jzﬂf(.t}g}_ o] vpehd = glth od7)A
Re{ » } &= A4 #2-5 ojmlsla, 9= [0,20) 72kl
A ) EEE mBop meby £ A5t Nl
W EA A5 (1) hewt o] Vel 4 9

Ny

j(t) = YRe{ /T e} (5)

3.2 DolAlE 74;_.}

NED tlo]HAJE]S =83} CSS-FH A|~H9] A%
J7ke S mejAdd 7374% AAg) Eokgo)
1,500hops/sec, AlE-8o] 24ksps &l SFH A|l~®-S
&3k, A Zd|*8hik-2- Differenetial Binary Phase
Shift Keying (DBPSK) ¥ X155 DM W] oz 3}
Akehs 795 e’k SFH A|2~gle] 79 S35
o] 7¥ssIAIRL, [16]3 3o] A|~Hle] HAle s Fol7]
93ty A5 ZZE(Differential Detection) S 3=
DBPSK & ARg-5lit). A9 1GHz, AA =
ok rfjol =S 40MHZ A zeakEl A4 2159 todE
IMHz 2 2 407119] S =ofgicta 713}
o|Ag] sleblel= & 16l AelEo] sick
I3 5 A /8 p=0.05,0.1,0.23] 739-2]
FojgdAk-gA 27ellA NED tio|WAE] S =43t
3% E/J°l w2 v = 2F3E(Bit Error Rate: BER)
AeS HAFET] “NED2 = L = 22] NED tlo|HA]
©] A% 941 431o] T35t 4917 “NoNED”
= clolwiAle] A glol 27) B A Eof Alst

l—EI r[o

T

¢

0

[o5

_l_:

190

- meldy el

1
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